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Executive Summary

Misys ST-Pymnts v 5.3 is an integrated clearing and settlement system designed to
process and control all wire transfers and messages associated with funds settlement.
Through integration with back office systems, ST-Pymnts delivers real-time funds
control at both the account and bank level.

ST-Pymnts consists of several integrated component modules which can be selected
individually or as a group to meet a bank’s specific requirements.

ST-Pymnts CORE, the processing engine, features a balance control function
enabling banks to set individual overdraft and credit limits, including central account
clearing. CORE has the ability to decide how and where a bank manages its funds on
an intraday basis. CORE also provides an interface to a bank’s host system for
transaction processing and balance control through various types of interfaces

The ST-Pymnts FEDLINE Direct module is a fully certified interface to the FED
Funds System which processes payments transmitted to and from the Federal
Reserve System via its IP based FEDLINE Direct Interface. There is also a subset of
this module that supports FEDLINE Advantage and ACH IN/OUT.

The ST-Pymnts CHIPS IP module processes and controls the clearing of payments
to and from the New York Clearing House Interbank Payment System (CHIPS IP). It
has been designed to maximise Straight Through Processing (STP) rates for
incoming payments messages from SWIFT.

The ST-Pymnts SWIFT module provides on-line connectivity through MQSA or AFT
to SWIFTNet services, SWIFT Alliance (entry and access) with MT conversion to
USD FED, CHIPS IP or Book payments including MT 202COV. Outbound SWIFT
messages are automatically created when conditions warrant for both FED and
CHIPS receives. Connectivity with other SWIFT CBT'’s is supported as well.

The ST-Pymnts Investigations module includes unlimited historical data which also
meets the current Bank Secrecy Act requirement for maintenance of historical
payment transaction data for up to 5 years. This module also provides the data used
for the various audit and analysis data generated by the system.

The ST-Pymnts TradeWatch( OFAC) module provides integrated real-time
searching to meet the requirements of the various regulatory agencies in the US and
other governments. This Java based solution includes support for various databases
that include numerous listings from regulators both in and out of the US.
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CORG is a browser based Java J5EE front-end module of ST-Pymnts that supports
origination of payments as well as status tracking and payments confirmation directly
to the user via browser connection.

The ST-Pymnts FinCEN module provides the bank with the ability to support current
anti-money laundering policies including external TEXT file searching.

The ST-Pymnts Audit & Control module supports reporting capabilities by providing

payments data for account activity and profitability analysis along with detailed audit
review capability for every activity in the system.
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Key Modules

Core contains the CIF database as well as the software to connect and route data
between the other modules. It also includes the base system parameters that allow for
a large degree of functionality customization when the solution is installed. CORE is
dependant on the use and installation of other ST-Pymnts solution modules to function.
These modules are incorporated into the system as services that are activated
independently.

Core also offers the ability to modify intraday funds control at the enterprise level as
well as various MIS information and statistics including cumulative and graphical
presentations for such indicators as transaction volumes and sources as well as key
indicators such as STP rates based on data sources. In addition, based on SQL Data
Base support, Crystal Reports is used for report generation and is available for clients
looking to develop and support their own reports.

Z. ST-Pymnts Workstation - Production Database =100 x|
T List:
10 It 9 0123
mDFAEFaHurEs DL FD 072106 6255 1234575088 UBSUCHZHEO $1,732.50 ... 973153 0123
oL  FD 072106 6265 1234575088 /BANE ROUT $3,000.00 ... 973165 D123
@ Credits to Fix oL FD 072106 6297 1234575038 /ABR 111 9 $3,000.00 ... 973258 0123
DL FD 072106 6276 1234575088 /PHEPUS33 $4,925.75 ... 973182 D123
@ Credits to Veiify L FD 072106 6262 1234576098 /BANK ROUT $32,400.00 ... 973161 0123
@ Payments o Fis (T day Orl)
@ Payments to Fix [31]
_FO——
L
%J Pending Funds, Hold and Dekit Cap
B2 ity County Cosels)
Eﬂ (T e e
7 item(s) Refiesh Open

[ — Opens the Input Sersen far inpuiting payments inta the database. FundsInformation | View funde information far customers
Look Up Payment | Onens the Look Up Sereen far view and pracessing papments and receives.
Paymert Template | Opens the Template Input Screen forinpuiting payment templates, Log Out Login/logaut of the system.
Help Dpens the ST-Pymnts Warkstation Online Help Bl Exit the FTS workstation applicatian
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£ ST-Pymats W/S - Lookup - Production Database - 07/21/2006 = _Ii
[ Beceved Credk ew  Help
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avA: [[BKOKRSE _ |[TBKOKRSE ==
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Credit Party / Beneficiary 31102308901008
poA: |31102368901018

usSIF 11 1] |
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ROOF: (sEoUL KOREA

nol ) FEDWIRE
BEI / BRI/ swift 20: [N9]10306TS001240 Send Ref B 9731800721066274
Payment # Q00000

BEl (ALL CHARGES TO THE ACCOUNT OF Swlft 24: :I Receluve &
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THAD

ont | Prinas:
TOWARDS SUPPLY OF WATER FILTER ::.r::"
lCOMPONENTS e
Pay Linit: Tran Code Type:
e Time: s Of:
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Input: 112604 TRputs - .. Type: swr | Yalue pate: TODAY IJ
ore: : |
Verify: Verify: Source: AFT
Authorize: Release:
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BA00  SM.L SEWING MACHINES ITA...  Credit Party. Name 5 il[t.
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BA00  SMI SEWING MACHINES ITA . Benoficiary Mamn s ||| (BHTITY) [IRAQZ]

Mext Cancel | Mprm| Dielete | -l

This fully functional module provides an on-line, real time, IP based, direct connection
to the FRB CIPS FUNDS solution. It supports the complete automation of the process
of sending and receiving payments to the bank’s FED account. Included in this module
is the support for a locally installed FED ABA database of the current FED user banks
and their status as to whether they are on-line with the FED and what applications are
used with the FED.

Utilization of this database by the ST-Pymnts solution contributes to increased STP
rates and improved quality of payments processing. Updates for this database are
provided by the FED directly to the bank. In addition, use of the FEDLINE Direct
module provides the ability for the bank to monitor its position at the FED in a real time
environment while controlling the release of payments to the FED based on availability
of funds in the bank’s account at the FED. It runs in conjunction with the CORE
module. Use of this module is designed for use by banks with a need to support
higher volumes of daily payments.
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15
Day ITODA\( vl Feb 11, 2009 Frint | Refrezh | Help Cloze

Posiion| Input | Released | Pending Funds| Status | FED Status

i~ Input CHIPS Paymerit:
Inputted 9 $408.974.63 Releazed 1} $0.00
To Be Yerified 2 $4.052.00 Debited 1 $31.422.71
Ta Be Releazed 3 $93.182.92 Pending Funds 1} $0.00
To Be Fized 2 $278.967.00  Debit Cap 1} $0.00
Deleted 3 $280.317.00  OnHold 1} $0.00
Stored At Clearing 1] $0.00  System Cancelled 1] 4$0.00
House Mot Rels'd
Deleted At Clearing 0 $0.00
House
—FReceived CHIPS Credits
Highest RSN 1] To Fix 1]
Total 0 50.00 Tao Verify o

FEDLINE Advantage delivers batch connectivity to the FED’s IP based FEDLINE
Advantage solution. It provides much of the same functionality for daily payments
processing as the FEDLINE Direct solution but in a batch mode. It is designed for
supporting banks with lower daily payments volumes. In addition, ACH IN and ACH
OUT is supported with this module.

This fully certified CHIPS module processes and controls the transfer of payments to
and from the New York Clearing House Interbank Payment System (CHIPS) through
the standard CHIPS IP connection. A CHIPS connection via SWIFTNet Gateway is
also available. In addition to meeting all Clearing House standards and requirements,
the module provides fully automated processing including the complete UID database
on-line, automated interface to NATS, real-time financial position maintenance and
numerous other features which provide the highest level of efficiency, flexibility and
quality for a bank’s daily payments process.
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SWIFT INTERFACE enables banks to interface with the SWIFT Alliance family via
either the SWIFT Standard MQSA Interface or AFT depending on the specific
requirements of the customer. It also provides the various conversion programs to go
from SWIFT to CHIPS/FED/BOOK and from CHIPS/FED/BOOK to SWIFT. Message
types include MT 103s, 202 and 202COV payments, 900s and 910s as well as others.

In addition, MT 950 and 940 transactions that occur on ST-Pymnts may have additional
references added if passed from the bank’s back office solution to ST- Pymnts prior to
being sent to SWIFT. This module also provides the automatic generation of MT 103s,
200s, or 910s from incoming CHIPS or FED Receives based on the transaction
content. A complete SWIFT BIC data base is also supported in the system to enhance
straight-thru-processing.

The precise specification of the back-office interface module will differ from bank to
bank since each bank will have its own unique requirements.

Lower volume operations may use our standard AFT interface that sends and receives
transaction updates at specifically designated intervals such a Start of Day and End of
Day as well as intraday memos for balance changes in batches. Funds control for
Payments is closely monitored and controlled through locally maintained balances with
in the ST-Pymnts Solution.

Others have real time IBM MQ Series or Web Services based interfaces that utilize
Misys’ own finance industry specific middleware, Meridian, supporting robust, real time
interfaces between ST-Pymnts and their respective back offices. In most cases, Start
of Day balances will be downloaded each morning with intra day postings and memos
sent from the core system to insure accurate Funds Control in the event of loss of the
back office interface. For the real time interface, Funds availability will be checked on
the CORE system prior to release by ST-Pymnts for posting.

If for some reason with either type of interface an item is then pended for lack of funds,
it will automatically be released from the Pending Funds Queue when sufficient funds
are posted to the account. New account and account status changes are included as
part of the SOD process.
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DEMO BANE | AccountNumber  [1z234567008 |
ACCOUNT IS ACTIVE (CASH MANAGEMENT)

Flaat 0 | a0, DD| Owerdraft Limit | 0. DD|
Opening Balance | $366,8'?4.16| Recd CHIPS crd | SD.DD|
Fielsd CHIPS deb | §0.00]  RelsdBoskerd | §0.00)]
Fielsd Book deb | $2,525.30| Fielzd kemo crd | $D.DD|
Fielsd Mema deb | §0.o00]  RelsdFederd | §0.00)]
Fielsd Fed deb [ 0.00]  RelsdCheckord | §0.00)]
Fielsd Check deb | §0.00]

Mol CHIPS deb | 531’422_71| Morrl Book crd | $D.DD|
Monrl Book deb | SD.DD| Monrl temo crd | $D.DD|
Monrl Mema deb | $D.DD|

Monr Fed deb | §0.00)]

Norrl Check deb | §0.00]  Nonil Check erd | §0.00)]
Float | §0.00]  MetBalance | §364,326.606]
Auwailable bal | $364,325. 86| Credit Meeded | 30. DD|

(LR AL Help | “Refresh | Close
BALANCE 8 H

This Java based module provides online checking of all USD payments processed on
ST-Pymnts in real-time for matches against entities contained on the U.S. Treasury
Departments list of Blocked Accounts. Updates to this database are available through a
file download from the Treasury Department’'s OFAC bulletin board, either directly or
via an Internet connection. Commercial databases, such as Accuity, can also be used
as well as support for other non-OFAC specific databases. In addition, the system
supports interfaces from other applications than payments such as trade finance or FX.
TradeWatch itself utilizes an SQL data base with IBM MQ Series and XML format to
support for interfaces.

It is also possible to add locations, persons, etc. that a particular institution may want to
stop for review other than an actual OFAC violation. The software filters every word
contained in the item and compares it against entries in the database. The degree of
match can be varied as per individual customer requirements. In addition, a “good
guys” capability exists for by-passing recurring false hit entries as well as standard
“noise” files. All of these are designed to maximize the ability to stop valid entity hits
and minimize the number of false hits during the bank’s daily payments processing. For
existing OFAC sites, the most effective level has been found to be an 80% match rate.

Reporting is available to support various actions taken during the watch list process
including tracking with time and date stamps of all activities including updates to
various data base updates used in the watch list process. When used in conjunction
with the Investigations module, reports can be readily generated that have traditionally
been requested during various audit and regulatory reviews.
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Credit Party / Beneficiary 0022461480100
ppa: (0022461450100
W/SIF 11 1] |
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Redr s |DUBAT

UAE
a6l S FEDWIRE
L) /BEI/ SwifE 28 |0910306TS001238 send fef B 9731890721066280
Paynent B 000000

B ALL CHARGES TO THE ACCOUNT OF T st
Lo THE BENEFICIARY. Types 1000 PAYMENT

Function: CTR

IHAD =
0Dz
ol Primad:
CENCY COMMISIC Error:
AGENCY COMMISION i
DHIPHADY =
Pay Linit: Tran Code Type:
L Time s s 0F:
MHT = URE:
Ten: 6280 ReForence: 5
Time Stamps Initials Mesng
Input: 112605 Input: - - - Type: SWT alue pate: TODAY
Store: z v
Verify: Verify: Seurce: AFT J
futhorize: Release: -
Lonkup Poymants | Varity Poymants | Relense Poyments| Update and Delete [OFAC || Recaive Utility] Retrievals| Emar Handiing | Verity Country |
10480 AHMADIAN, ALl ARBAR Credil Party. Name ALl Im- 1
10480 AHMADIAN, ALl AKBAR Baneficiary: Nama ALl — - . |
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Nt | Cancal | Apprml Dalote

Enhanced Investigations enables the storage of daily transaction history for
investigation and reporting purposes. If an item originated from an incoming SWIFT
Message or a FED Receive, the original source is maintained and included with the
overall transaction history. The Enhanced Investigations module is designed to be
archived monthly and as many months can be stored online as there is file server disk
available. In addition, the system can be set to automatically purge data after a
designated period of time such as sixty months. System data can be readily
transferred to an institutions enterprise level data repositories as well.

Payment information can be stored and retrieved by name as well as other categories
for up to a five year period. Ranges of dates and amounts can be selected as variable
elements in the search criteria. This module is compliant with the FEDERAL
Regulations for the Bank Secrecy Act requiring financial institutions to maintain up to
five years of payment transaction data on any individual. The license includes up to
three (3) concurrent users for those manual look-ups and historical transaction
research.
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The Fees module provides the bank with the ability to establish multiple fee options at
the account level that work with a set of established rules and policy options that can
be individually selected by the bank. This module supports fee splitting and allows for
the sharing of designated fees at the transaction level with Head Office if required. A
standard default set is delivered with the solution and Misys will provide the training
required to allow bank staff to maintain and change selections going forward.
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Optional Modules

BROWSER Customer Origination is a sophisticated browser front end that will support
customer based origination for payment orders as well as provide account status
information on an intraday basis. The solution is designed to complement existing
bank firewalls to insure payments system security and customer confidentiality.

g . - @ A | ] e fflocabost SE00fcong et cimTuectiormborres. shmblsn | | [iC]e -8 X
@'Pymnts Lustomer ﬂngma tion Supor User
: "
D e Y 4
_ [PTURIPTSITR  Fod Oulgoing  Fed Incommg
Status Accoumt Number Amount
+ |Acknowledged 1234576000 $1234.00|07 21066206 March 26, 2009
| + |r\| knowledged 1234567058 $12 00|07 21086307 March 25 2009
B
Al ;l_l
T I F— o) G T

@-Fymnts Lustomer ﬂrig.-'nation Super Use
Wire Transfer Summary =

View Wires LITTROTRIE  Fed Cuigomg  Fed Incoming
‘Wires to Verity
Wires to Release

Status Account Numbers Amount

A knowladged 1234576008 $1234 00)07 21066306 March 26 2009

Wire Status:  Acknowledged

Wira Type: Baok Transfar Dablt Acci: 1234576008 HostRef: (0721068306 Amount  $1234.00

Vdate: LitFali Credit Acct: 1238657998 Date: March 26, 2008

Account Number: Account Humber: B
123857008 12465798

wo: Swilt: FED:; o Swilt: FED:

000030 DEMOINGE 000032 DEMOHKHH

Mame: Hamu:

DEMD BLANK DEMO BANK

Addrnss: Address:

MUMBAL INDIA HONG KONG

Beneficiary's Bank

Account Humber:

m; Swift: FED:
CMUsIs
Hama:
CITIBANK N.A, b |
Al |

To facilitate creation of payment order requests as well as improve STP rates, the
origination screens support look ups for FED, CHIPS, SWIFT, etc accounts when
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creating the request. There are nightly updates passed between ST-Pymnts and
CORG that provide updates for this data.

1) | LI hmidhesationt S500Kralvdns. fnTussactionmanies. oWireFD v e Gl L -8x

@"ymnts Customer Origination Soper e
EE E— Originate Fed Debit =
(Weee O

Originats Book Transfer
Originate Fed Debit

‘Wire Origination Payment

Debit Pary [12345670% (=]

Saefaci ihe onginaiing accouni from ihe drop-down fisi

Account Number:

123456706

uiD: Swift: FED:
[rivie] DEMOTWIP

Name:

DEMO BANK

Address:

TAIPEL, TAIWAN

o

Banks are periodically required to search their archival data, upon request, by the
Financial Crimes Enforcement Network (FINCEN). The search requests consist of lists
of names that are to be investigated. The FinCEN application provides the functionality
to perform a “fuzzy” search against the ST-Pymnts Investigation database, SA-OFAC
Investigation database and text files. The user provides a list of names (electronically
from FiNCEN) to search for and selects the indexed data sources to be searched. The
results are displayed as a list of potential matches to the provided names, which the
user may open and inspect to access their validity.

The Account Analysis module provides the generation of account analysis
statements/reports by account. Fees can be assigned by transaction type for
designated periods to analyze the profitability of the payments relationship at the
account level. The periods can extend for the time covered in the database.

Country Code ID is an addition to the standard system and provides for the automatic
identification of the country code (SWIFT based) for each party represented in a
payment. This could be the Beneficiary, BBK, IBK, Org, ORG BK, etc. The system
can be installed where the identification is fully automated and country code identified

Misys ST-Pymnts — Solution Overview September 2009 Page 13 of 16




misys ()

where possible. Part of this solution is to build a table over time that would improve the
number of identified country codes based on experience.

. ST-Pyrneile WS - Lookug - Produs tion Dakabase - 027117009 =00

B Baymerk  Beceved Cract Yo Help
Charge: 520, 00|Dabit |Amount: $2,525.30
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nen: 0123 | [l |
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SINGAPORE

Credit Party / Beneficiary’s Bank DEMODEFF Beneficiary

oon: [445E785012 [o][oE] ooa: [3429351242

u/SIF [lpemopere /] | |lusser 140 171 ]
Hame: [DEMO BANK ] Hame: M/E AEROFLEX /WEINSCHEL, INC.

AdArs (FRANKFURT, GERMANY Rddr: (5305 SPECTRUM DRIVE

FRANKEURT

BEI 4 SR e e e
mee 1 [CHARGES TO THE ACCOUNT OF swift 202 [(505106050010192]
REC I [BENEFICIARY. SairE Tas |—|
Banke/Hon-nank : ||'.]‘-”-_ ;.1_,,“1;]
0Bl
PAYMENT OF INVOICES 223775,224682,
225080, 226624 DTD 20012009,02032008
22012009,19012009.
LESS BANK CHARGES $20.00
: . TeH: G285
me Stamps el Mesage
Input: 112605 Inputs + - Type: gwr | Value Date: TODAY
Store: . " - ‘
Werify: 112606 T Source: AFT advice: 103 CREDIT ADVICE
Ruthorize: 113719 Release: JHH Q
Lookup Poy | Warity Pay | Release Pay | Updinin and Delete| OFAC | Receive Utility| Retrievals| Emor Handling | Vet Counlry |
COUNTRY CODES NOT VERIFIED X ®&F Sava &
; - +/ CRD(BBK) DE Germany Ve
Edit the Trans-Party Country Codes in the grid. ; =
+ DEB(OGE) SG sSingapore
Click "Verity' 1o save and verity selected countries, e K l
Click "Frulresh’ to reload the grd. /| ORE [5G Singapore

An alternative process is to attempt to automatically identify country code when an item
is delivered to ST-Pymnts and then have the country code review included as part of
the normal payments process.

This solution is designed to generate nightly extracts that would be posted to the
bank’s AML solution in use.

The STP Audit Event Viewer displays an extensive set of audit logs for ST-Pymnts with
its various modules as well as SA-OFAC installs. These logs track the activities
performed on either system and store them on the server in the security database
(sec_db) audit log. Each event that is logged is given a unique identification number
(audit_log_id) so that each individual event can be looked at, as well as the information
that is stored regarding the event.

The STP Audit Event Viewer has been designed to be used both as a record of
activities, for external auditors, and by support staff when diagnosing potential
problems with the system based on a record of all activities at the transaction level.
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This information enables support staff to help identify what actions or conditions may
have existed at the time a problem occurred.

This newly developed module supports both incoming and outgoing ACH payments
with corresponding returns and account validations through FEDLINE Advantage. Itis
designed to the support electronically presented low-value payments to and from the
Federal Reserve Bank. Items can be manually entered into ST-Pymnts as well as
through importing electronic files of ACH items. (Connectivity through FEDLINE Direct
is scheduled for General release as part of ST-Pymnts v.6)
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Solution Support

The Misys ST-Pymnts support team recognizes that in addition to functionality, one of
the main differentiators in Clearing and Settlement solutions is the solution support.

We recognize that of all the processes at a bank, one of the most critical and potentially
with one of the highest financial risk is the bank’s payments operation. In order to
provide the level of support and service required by our users to meet the needs and
demands of the market we have established the following:

1. Misys is committed to provide mandatory changes required by the FED or
CHIPS, such as the move to IP based communications, for the ST-Pymnts
solution.

2. There is an ST-Pymnts WEB based support site that provides user access to
documentation, reasons for release, a Knowledge Base as well as the ability to
generate and report problems via generation of incident tickets Updates are
automatically provided to the customer who opened the ticket via e-mail.

3. Remote support to the client’s test/back-up systems through VPN or WEBEX
for day to day production support is recommended. Under certain
circumstances, where authorized, these remote access connections might be to
the production environment, during an emergency for instance.

4. Misys “help desk” support is available via standard help desk phone numbers.
We are committed to timely responses to address issues with staff who have
both a functional and technical understanding of the ST-Pymnts application.

5. Optional extended hours support agreements are available for any customer
whose operations may require support beyond the standard payments
business.

6. On-site support is available from Misys’ ST-Pymnts consulting staff for support
of a customer’s staff during upgrades of ST-Pymnts or other times when the
customer may think it appropriate, such as DR testing.

7. There is a Misys ST-Pymnts sub-user group where existing ST-Pymnts users
have an opportunity to review their individual needs and develop a consensus
and set of priorities that can be submitted to the ST-Pymnts team for
consideration and inclusion in future development road-maps.

Copyright (C) 2009 Misys Services Limited. All rights reserved.
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